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to India and China to Fix the Incomplete Concept of Data
Anonymization
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L. INTRODUCTION

The rise of the technology industry caused many countries to enact
legislation focused on protecting individual citizens’ privacy. Data
anonymization, a protection layer, is one of the most significant
safeguards implemented to protect individuals, but it is relatively
unsuccessful in its current form. Two of the most significant problems
with data anonymization are that anonymized data can still be easily
retraced via reidentification science, and the fact that such retracing
misinforms the way individuals think about data anonymization in their
daily lives. This public perception should shift to acknowledge that data
anonymization is a layer of protection, rather than total protection. By
looking at how other countries approach the concept of privacy and
exploring how they structure their data protection and privacy laws, a
more globally unified system is possible. This uniform global system can
emerge once privacy is acknowledged as a fundamental global right, thus
fostering shared values around the world, wherein data anonymization is
acknowledged and accepted not as total protection, but as a protective
layer.

Which information will be privatized and which information needs
to remain public are extremely debated topics in data protection and
privacy law. There have been various approaches to solving this
problem, with the European Union’s General Data Protection Regulation
(GDPR) at the forefront. Since its implementation, other countries have
followed the standards set by the GDPR. This Note will focus on
attempts to apply data anonymization to domestic privacy law in the
European Union (EU), India, and China. Specifically, this Note analyzes
the standard set by the GDPR—even though data anonymization remains
unsuccessful in its present form within this framework—and considers
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how other countries have tackled the issue of keeping individuals
information private. India and China were chosen as case studies because
of their differing governments.

The first section of this Note will discuss the history and importance
of data protection laws, explaining data anonymization itself. Within that
context, the Note will then discuss the current shortcomings of data
anonymization, and introduce the idea of reidentification. The second
section of the Note will focus on analyzing anonymization. It will look
at the GDPR’s version of anonymization, and its failure from the outset
as predestined by its focus on how anonymization was supposed to work
bascd on its original context. It will then turn to India to analyze its
attempt to replicate the GDPR in its domestic laws. Discussion of how
India passed and enforces data protection laws will focus on India’s
switch to the Indian Aadhaar biometric database, and create a version of
data protection and privacy laws in 2019.

It will then examine China’s approach to implementing data
protection and privacy laws from the perspective of a different
government. After considering these countries’ different approaches
there will be discussion of how to fix their attendant problems, first by
changing people’s mindsets towards anonymization and its use, then by
uniquely combining the various forms of safeguards from these different
areas. Using these three countries, this Note will discuss and compare
the different forms of safeguarding individual’s private information to
determine whether it is possible to make this specific safeguard more
successful. This Note will conclude that, rather than specifically focusing
on fixing anonymization in every area, countries should acknowledge that
anonymization is unsuccessful in its current form, and encourage
governments to be transparent and accountable for individuals’ privacy
interests.

II. HISTORY OF DATA PROTECTION AND PRIVACY
LAWS AND ANONYMIZATION DEFINED

The United States conducted its most recent census in 2020.' During
this year, every household in the country had to fill out and submit a form

1. What is the 2020 Census?, U.S. CENSUS (2020), available at
https://2020census.gov/en/what-is-2020-
census.html?cid=20402:%2Bwhat%20%2Bis%20%2Ba%20%2Bcensus:sem.b:p:dm:en: &ut
m_source=sem.b&utm_medium=p&utm_campaign=dm:en&utm_content=20402&utm_ter
m=%2Bwhat%20%2Bis%20%2Ba%20%2Bcensus&msclkid=87a5911d1a2217b91blecf68
68257653 (last visited Apr. 20, 2021).
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to the federal government.? The form included identifiable questions
about individuals’ names, sex, race, age, telephone number, and a
houschold’s residence type.® These are identifiable questions because
their answers make it possible to trace the form back to a specific person.
While it is normal in the United States to fill out this questionnaire every
ten years, the census raises the question of who exactly this form is being
sent to and, more importantly, what is that recipient going to do with this
data? These questions only give rise to more questions about individual
privacy and whether keeping identifiable information private is a
fundamental right. .

However, to grasp modern-day data protection and privacy
arguments, privacy’s basic history must be understood. The right to
privacy dates back to the late 1800s when Samuel D. Warren and Louis
Brandeis wrote The Right to Privacy,® arguing that the first definition of
privacy is the right to be left alone.> Since its publication, the importance
of data protection and individual privacy has grown exponentially
alongside the rise of technology.® Technological innovation is happening
all around the world, with the EU front and center.” Data protection and
privacy laws prohibit the disclosure or misuse of information about
individuals; in recent years, the privacy of that information has emerged
as a central issue.® Technology plays a prominent role in the emergence
of data protection and privacy laws, with countries passing new laws to
keep up with technological innovations.’

A country has data protection laws if any of its national laws provide
a set of basic data privacy principles, and those principles are
accompanied by officially-backed methods of enforcement.'® In 1973,
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available at https://cloudprivacycheck.cu/latest-news/article/a-brief-history-of-data-
protection-how-did-it-all-start/ (last visited Apr. 20, 2021).

5. Id

6. Id

7. Emily Stewart, Why You're Getting So Many Emails About Privacy Policies, VOX
(May 29, 2018), available at https://www.vox.com/policy-and-

politics/2018/4/5/17199754/what-is-gdpr-europe-data-privacy-facebook (last visited Apr. 20,
2021).

8. Daniel J. Solove, 4 Brief Historv of Information Privacy Law, GEO. WASH. L. FAc.
PUBL’N & OTHER WORKS 1, 3 (2006).

9. ld

10. Stewart, supra note 8.



260 Syracuse J. Int’l L. & Com. [Vol. 48.2

Sweden became the first country to pass a national data protection law. '
It was a simple law that only covered personal data processing in
traditional, computerized registers, and did not contain any material
provisions about when and how the data was processed or any other
general data protection principles.'?

A. Data Anonymization Generally

To anonymize is “to remove identifying information from
[something, such as computer data] so that the source cannot be” easily
discovered.'* Anonymization also removes any information that would
associate specific data with a particular individual."* An extensive
amount of data can be anonymized, but anonymized data is simply data
that would no longer be immediately attributable to an individual.

Anonymization was partially popularized by social science’s
attempts to learn about society and the people therein by studying
individuals’ patterns of behavior.!> Direct identifiers, such as names,
addresses, and telephone numbers, are easily traced to specific
individuals.'® There are also indirect identifiers that, when put together,
could reveal the identity of a particular individual.'” This process occurs
by cross-referencing someone’s job or social media presence with their
surrounding area, thereby identifying an individual using that specific
information.'® This is only one example of how an individual can become
traceable again. Anonymization in its proper form would not allow for
the reidentification of individuals through indirect identifiers.

The public once believed that anonymizing data sets removed any
risks to an individual’s privacy and safeguarded the individual’s

11. Graham Greenleaf, Global Data Privacy Laws: 89 Countries, and Accelerating, 115
Priv. L. & Bus. INT’L REP. (2012).

12.  Soren Oman, Implementing Data Protection in Law, STOCKHOLM INST.
SCANDINAVIAN L. 390, 391 (2010).

13.  Anonymize, MERRIAM-WEBSTER (n.d.), available at https://www.merriam-
webster.com/dictionary/anonymize (last visited Apr. 21, 2021).

14. Anonymize, CAMBRIDGE DICTIONARY (n.d.), available at
https://dictionary.cambridge.org/us/dictionary/english/anonymize (last visited Apr. 21,
2021).

15. Kristel Toom & Pamela F. Miller, Ethics and Integrity, SCIENCEDIRECT (2018),
available at https://www sciencedirect.com/topics/biochemistry-genetics-and-molecular-
biology/anonymization (last visited Apr. 21, 2021).
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identity.' Yet critics question its credibility, and many wonder if there
is even a purpose to data anonymization.”. Some critics argue that
complete anonymization is impossible because other data sets will
undoubtedly be released, leading to eventual identification.?’ On the
other hand, anonymization defenders believe that the likelihood of
reidentification is still relatively low, and that most data sets will remain
anonymized using appropriate techniques.?

There are multiple techniques to anonymize data,?® including: data
masking; pseudonymization; generalization; data swapping; data
perturbation; and synthetic data.?* Data masking occurs when data is
hidden with altered values. Pseudonymization replaces private identifiers
with fake identifiers. Generalization deliberately removes data to make
it less distinguishable. Data swapping rearranges the dataset values so
that they do not correspond with the original data. Data perturbation
modifies the original data set by applying techniques that round numbers
and add random noise. Synthetic data is manufactured information that
has no connection to real events.?> Each of these techniques offers a
different way to anonymize data, yet attackers can still retrace data sets
back to the individual.?® To combat this, conceptualizing anonymization
should shift away from individuals putting their entire faith in data
anonymization systems and towards the belief that data anonymization is
only one layer to maintaining privacy.

A major reason to anonymize data is to protect individuals’ privacy
when storing or disclosing data.”’” Many industries utilize the process to
protect someone’s interests and provide anonymity when supplying data,
as in healthcare or internet advertising.?® Many defend the privacy-
protecting power of anonymization and believe it is important and
successful, despite evidence that indicates otherwise.?’ Data
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anonymization is perceived as essential, but criticism has proved that it
alone is insufficient to protect privacy.*® The process is appealing to the
public because it balances the free flow of information with the risks of
privacy harms and releases. The main concern with anonymization is that
it removes the possibility of retracing information to the original data
supplier. While Recital 26 of the GDPR?! gives a circular definition of
data anonymization as “data rendered anonymous in such a way that the
data subject is not or no longer identifiable,” it emphasized that
anonymized data must be stripped of any sort of identifiable information
so that a particular individual cannot be reidentified.’> Compared to
pscudonymization—which processes personal data so that it is no longer
attributable to a specific data subject without additional information—
anonymization completely anonymizes an individual’s identity, taking
this strategy a step further.3

Researchers found that using data while preserving an individual’s
privacy requires more than simply adding noise, sampling datasets, and
other reidentification techniques.> A study conducted by
communication researchers helped the public understand that retracing
data is likely, even if individuals are assured that the dataset they are
participating in is anonymized and a limited amount is shared with the
general public.*® This research shows that “once bought, the data can
often be reverse-engineered using machine learning to reidentify
individuals, despite the anonymization techniques.”*¢ Reverse
engineered data exposes sensitive information about those personally
identified, showing how easy it is to pinpoint individuals in practice.?’
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A common misconception about anonymization is that all data sets
are untraceable once completed.?® Critics of anonymization argue that
completely detaching an individual’s identity from a data set is
impossible because other data sets will make it possible to identify that
individual.*® Another criticism of anonymization is that it does not work
the way it was intended because of its simplicity. Publications from
communications researchers claim the ability to correctly reidentify
99.98% of individuals in anonymized data sets using only fifteen
demographic attributes.*’ Researchers also created a statistical model
that estimates how easy it would be to identify any individual from a
supposedly anonymized data set.*!

Generally, data anonymization is regarded as a failure, but sustained
public belief in this failure results from the current consensus that data
anonymization is the only form of data protection. To combat this, data
anonymization should instead be considered as one layer of a multi-layer
protection initiative. Technological advancements make it difficult to
keep data private, but data privacy is not impossible. In light of
consumers’ growing reliance on technology, information that is online
and in datasets is more susceptible to tracking.*’> Reliance on technology
is also problematic because it enables large amounts of data collection.*?
While internet sites often give individuals a choice of whether to share
their data while using the site, that information may still be tracked
another way.* Europe’s current data protection framework allows for
the use and sharing of anonymous data that is truly free; therefore,
European nations are careful to recognize reidentification risk, and their
laws use the term “psecudonymization” rather than “anonymization.”
Critics have pointed out that it is a mistake to rely too much on these
assessments. ¢

The most prevalent way to track data is through reidentification
science. Reidentification science, also known as deanonymization, is a

38. Rubinstein, supra note 20, at 704.
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technique that reidentifies encrypted or generalized information.*’ This
practice leads to two important conclusions: that the power of
reidentification will create and amplify privacy harms, and that regulators
will protect privacy in the face of easy reidentification at a high cost.*®
Utility and data privacy are connected, so no regulation can increase data
privacy without decreasing data utility; thus, no useful database will ever
be entirely anonymous.* Reidentification science compares anonymized
information with other available data to identify a person, group, or
transaction. Reidentification can create and amplify privacy harms.>® It
“combines data sets that were meant to be kept apart, and in doing so,
gains power through accretion,” which facilitates future
reidentification.”!

Data anonymization masks an individual’s personally identifiable
information (PII), which is available from different fields, such as health
services, social media platforms, and e-commerce trades.*> PII includes
information like “date of birth, Social Security Number, zip code, and IP
address;”>® however, “reidentification reserves the process of
anonymization by matching shared by limited data sets with data sets that
are easily accessible online.”>* Reidentification is simpler to accomplish
if the anonymization process is incorrect.”> Easier reidentification
foretells of increasing inability to guarantee anonymity, but with
continued technological advances in anonymization reidentification
should be harder to achieve, insofar as it outpaces dueling reidentification
technology advances.>®

Opinions differ on whether or not anonymization and
reidentification are possible.’” Critics of anonymization argue for
reduced reidentification-based approaches, while those that support
reidentification argue that it is an unavoidable means necessary for
identity protection.®® Because reidentification is unavoidable, data
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anonymization is an inherent failure which processes cannot be
successfully implemented on the scale that data protection and privacy
laws require.”® Replacing names and values with random numbers or
pseudonyms often passes as anonymized data, but actually increases the
risk of reidentification instead.

B. History of Data Protection in Europe and the GDPR

In Europe, the adoption of data protection and privacy laws
eventually led to the implementation of the GDPR in May 2018. This
law replaced the EU’s Data Protection Directive 95/46/ec as the primary
law regulating how companies protect EU citizens’ personal data.%' The
goal of the more expansive GDPR was to evolve data and privacy
protections alongside current technology. Because of the strict rules of
the GDPR, companies had to comply with the new regulations before it
became effective on May 25, 2018.52 The law’s reach extends beyond
the EU to other countries, forcing non-member states to comply with
these regulations in order to continue doing business within EU borders.

One basic GDPR principle is that compliance with the law need be
widespread, spanning the entire world.®* Any company that does
business in the EU will be subject to GDPR standards.®® This includes
businesses located within EU borders and individual employees working
in EU member states or selling products and other goods to EU citizens.
Businesses must get explicit consent from individuals regarding the
processing of their data.®® A pop-up window typically requests consent
when an individual visits the company’s website; these pop-ups inform
the user that the website will track and collect their data as they navigate
through the site.
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The purpose of the GDPR is to create a set of standards for
companies that handle EU citizens’ data in order to better safeguard its
processing and movement.®” This measure prevents member states from
writing their own data protection laws, thereby ensuring that these laws
are consistent throughout the EU.®® The GDPR helps promote
uniformity, allowing for clearer interpretation of data regulations.
Another issue the GDPR seeks to remedy is the effect of privacy laws as
impediments to the free flow of information, which travel is instrumental
to certain political and economic functions.®® Part of the growth of data
protection and privacy laws is attributable to the Internet’s growth and
the increasing normalcy of performing tasks online.” Consumers leave
a digital trail of activity—from e-mail and social media communications
to search engine queries and payment transactions—with private
companies that have an interest in collecting, storing, and selling that
data. Data anonymization is appealing because it lowers the risk of harm
and enables the release of valuable, sensitive information while reducing
that data’s linkability to its owner.”! As people put more information on
the globally accessible internet, individuals continue to seek ways to keep
themselves off of search engines and maintain their privacy; many do not
want any possibility of being traced.

Compliance with the GDPR is a very serious matter. Companies
that fail to follow the new GDPR rules face severe fines, potentially up
to 20 million EUR or 4% of annual global revenue.”? These fines depend
on the severity of the violation and its surrounding circumstances.” The
EU declared that GDPR compliance is not optional, and strictly enforces
its rules in order to maintain compliance.”

The GDPR has an expansive view about what constitutes personal
identification information, and companies have to find ways to safeguard
smaller forms of identification, such as IP addresses and cookie data, the
same way they protect larger ones, like names, addresses, and
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identification numbers.”” It says that companies must provide a
“reasonable” level of protection for personal data, but does not define
what constitutes “reasonable.”’® This lack of direction regarding the
requirements of these strict rules and regulations could make uniform
compliance difficult to maintain.”” Recital 26 of the GDPR says the
following about data anonymization:

The principles of data protection should apply to any information
concerning an identified or identifiable natural person. Personal data
which have undergone pseudonymization, which could be attributed to a
natural person by the use of additional information should be considered
to be information on an identifiable natural person. To determine whether
a natural person is identifiable, an account should be taken of all the
means reasonably likely to be used, such as singling out, either by the
controller or by another person to identify the natural person directly or
indirectly. To ascertain whether means are reasonably likely to be used
to identify the natural person, account should be taken of all objective
factors, such as the costs of and the amount of time required for
identification, taking into consideration the available technology at the
time of the processing and technological developments. The principles
of data protection should therefore not apply to anonymous information,
name information that does not relate to an identified or identifiable
natural person or to personal data rendered anonymous in such a manner
that the data subject is not or no longer identifiable. This Regulation does
not, therefore, concern the processing of such anonymous information,
including for statistical or research purposes.’

The EU is generally stricter with its privacy regulations than the
United States.” They enforce a comprehensive data privacy regulation
upon all member states, with the GDPR imposing heightened privacy
protections, including anonymization.*® The GDPR defines an individual
as an identifiable person if they can “be identified, directly or indirectly,
in particular by reference to an identifier such as a name, an identification
number, location data, an online identifier or to one or more factors
specific to the physical, physiological, genetic, mental, economic,

75. Michael Nadeau, General Data Protection Regulation (GDPR): What You Need to
Know w0  Stay  Compliant, CSO  (June 12,  2020), available at
https://www.csoonline.com/article/320277 1/general-data-protection-regulation-gdpr-
requirements-deadlines-and-facts.html (last visited Apr. 20, 2021).
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cultural or social identity of that natural person.”® This definition
heightens the threshold for determining whether a natural person is
“identifiable” by saying that an “account should be taken of all the means
reasonably likely to be used, such as singling out, either by the controller
or by another person to identify the natural person directly or
indirectly.”®  Through this, the regulation indicates that forms of
reidentification need to be acknowledged and that those attempting to
regulate data privacy should be aware of potential attempts to take data.

While the idea behind GDPR - having a uniform system across
multiple countries — sounds good in theory, certain aspects of this
regulation have not worked quite to plan in practice. In particular, data
anonymization has not worked because the process of deleting an
individual’s traceable facts is still unsuccessful. The GDPR brings data
anonymization to the center of the discussion on data protection and
privacy laws because many of its rules and regulations focus on how data
collected by companies and individuals should not have any individual
identifying information. In doing so, it emphasizes the importance of
allowing people to maintain their anonymity when browsing the Internet
or conducting business.®> Although this approach is lacking, looking at
other countries to learn from their anonymization attempts could improve
the process.?* India and China are two such countries that have developed
anonymization regulations and continue to implement them through their
respective data protection and privacy laws.%

C. Data Protection and Privacy in India

India is a federal democratic republic with a parliamentary system
of government.?® India has a modern parliamentary institution that
originated with the British colonial administration and developed
organically over time due to struggles for better representation in the
government.?” After India won its independence from the British, the
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Constituent Assembly®® convened to draft the Constitution of India. In
this Constitution, the Assembly stipulated the need for a “Parliament for
the Union which shall consist of the President and two Houses to be
known respectively as the Council of State and the House of the
People.”® Under this system of governance, the process of a bill
becoming a law in India is as follows:

The first stage consists of the introduction of the Bill which is done
on a motion moved by either a Minister or a Member. During the second
stage, any of the following motions can be moved: that the Bill be taken
into consideration; that it be referred to a Select Committee of the House;
that it be referred to a Joint Committee of the two Houses; or that it be
circulated for the purpose of eliciting opinion thereon. Thereafter, the
Bill is taken up for clause-by-clause consideration as introduced or as
reported by the Select/Joint Committee. The third stage is confined to
the discussion on the motion that the Bill be passed and the Bill is
passed/rejected either by voting or voice vote (or returned to the Lok
Sabha by the Rajya Sabha in the case of a Money Bill).”

This system allows politicians to voice differing opinions, and
safeguards bills as they go through the many legislative stages before
becoming law. This is India’s approach to maintaining the democratic
system and allowing elected government officials to scrutinize each bill
before it is passed.

In 2017, the Indian Supreme Court ruled that the Indian Constitution
guarantees a fundamental right to privacy, but at that time, India had
neither a data protection act nor a data protection agency.’' However, the
country later created a large biometric database called Aadhaar,®? which
is now the largest in the world.”> An Aadhaar number is a twelve-digit
number issued by the Unique Identification Authority of India (UIDAI)
to residents of India who complete a specific verification process.” It is

88. First Day in the Constituent Assembly, LOK SABHA (n.d.), available at
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a non-commercial and non-governmental organization that began
development in 1997 to support grassroots-level development in India.*®
Its purpose is to bridge the gap between classes of people, improve the
standard of living, and lead people out of poverty.”® Citizens may
voluntarily enroll with UIDAI to obtain an Aadhaar number; during
enrollment they must provide minimal demographic and biometric
information, which is free.”” The official purpose of Aadhaar is as
follows:

Aadhaar is a strategic policy tool for social and financial
inclusion, public sector delivery reforms, managing fiscal budgets,
increas[ing] convenience and promot{ing] hassle-free people-centric
governance ... [it]facilitates financial inclusion of the underprivileged
and weaker sections of the society and is, therefore, a tool of
distributive justice and equality. The Aadhaar identity platform is one
of the key pillars of the “Digital India,” wherein every resident of the
country is provided with a unique identity. The Aadhaar programme
has already achieved several milestones and is by far the largest
biometrics-based identification system in the world.”®

Since the creation of Aadhaar, Indian’s legislative body worked on
passing an all-encompassing data protection and privacy law based on the
GDPR.* The law included individual rights protections, heightened
consent requirements, and stiff penalties for non-compliance.!® It also
created barriers, making it more difficult to transfer personal data out of
India. Further, the committee defined personal data slightly differently
than the GDPR,!%! as “data about or relating to a natural person who is
directly or indirectly identifiable, having regard to any characteristic ...
of the identity of such person.”'%2 However, there is nothing in the law
about data anonymization regarding collected data because the draft bill
argues that anonymization must be “irrevocable,” despite the fact that
irrevocability is most likely impossible under current standards. '
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While the goal of Aadhaar was to make the lives of Indian citizens
more equal and protect their privacy, the legislature is still working
through inconsistencies and bumps in the law to make the it successful.!%
Problems include issues with accessing Aadhaar numbers, particularly as
experienced by citizens who are sick, immobile, or bedridden;!%
generally lacking awareness of Aadhaar’s individual benefits; and the
denial of replacements to persons who lost their Aadhaar cards, which led
to fake Aadhaar numbers.'% The Supreme Court of India also ruled that
illegal immigrants will not get an Aadhaar number.'”” With the biometric
system in place and the fact that the country is still working on passing
an all-encompassing law, India has leeway when incorporating data
anonymization into its domestic regulations. Since Aadhaar already
exists, individuals should be able to elect to keep their information private
if the data is used for any purpose.

D. Data Protection and Privacy in China

China’s government consists of four different divisions—the
legislative, executive, judiciary, and military—which comprise the
Communist Government of the People’s Republic of China.!® China’s
legislation is often passed in very vague terms because legislators want
to see the effect of a law before adding clarifying details.'”® China has a
National People’s Congress (NPC), which is the highest ranking body''?
and largest in their government.''" Its 3000 members rarely meet,
requiring the NPC to rely on its committees to conduct the central
government’s regular business of drafting legislation.!'> For national
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laws, the NPC’s Law Committee reviews the drafted laws and other
legislative items, then writes a report to the NPC Standing Committee
Council of Chairs.!'® They intently read this report three times before
passing it, at which point it is published in the NPC gazette.!'* Under the
Chinese Constitution, the Communist party has complete political
authority and governs according to democratic centralism.!'> This system
of governance allows open discussion and policy decisions, but all the
members must uphold a collective decision.''®

China’s legislature tends to pass deliberately incomplete legislation
at promulgation because it gives lawmakers more flexibility to adapt laws
after their effects become apparent.’'” In other words, they wait to see
how the laws and regulations play out before they decide how to enforce
and interpret them. An issue often mentioned is that there are
inconsistencics between the national laws and their local implementation
guidelines because of the vagueness of their legislation.!'® This is
because local guidelines are published months or years after creation.''®
China is often considered a surveillance state—a government that uses
facial recognition and big data to control and monitor its citizens. 2’
These practices coincide with their growing need for privacy protections,
and the country is working faster to achieve these protections. '?!

Citizens of China often view privacy differently because they have
a distinctive understanding of its principles and how it works. Currently,
there is no data anonymization in China because data is collected from
citizens whenever necessary, especially via facial recognition. When the
Chinese government drafted its data protection and privacy laws, it
looked to the GDPR as a model, particularly when it came to
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strengthening individuals® control over their personal information.'??
The Republic of China is known for its notoriously strict internet laws,
which censor the Internet platforms citizens can access within its
borders.!** Because of this, they minimized individuals’ privacy rights
when it comes to using the Internet.'>* This minimization included
setting up a specific regulatory system to monitor social media sites, like
Facebook.'?

China does not have a single comprehensive data protection law. 26
China’s cybersecurity law, the Cyber Security Law, came into effect on
June 1, 2017, and was its first national law addressing cybersecurity and
data privacy protection.'”’” The Cyber Security Law introduced a
framework for comprehensive regulation for the privacy of electronically
stored data.'?® This law has only further complicated the system by
creating a multi-layered pyramid that implements regulations and
measures, guidance notices, and national and technical standards, which
narrows into highly granular rules at the top.'”

As with many Chinese laws, the application of the Cyber Security
Law and the steps needed to ensure uniform compliance are uncertain.'*
Some of the biggest concerns is protecting online information security;
safeguarding the lawful rights and interests of citizens, legal entities, and
other organizations; and ensuring national security and public interests. "'
The law requires consent to collect personal information and grants the
government power to demand that companies turn over more information
on users through random inspections of internet service providers,
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making it increasingly difficult for users to be anonymous online.'?
Government action has shown this difficulty. In recent years China has
cracked down on its internet platforms, including social media, for
content violations.

Most importantly, from this case study, Chinese citizens’ mindset
towards collecting data can be useful for the Western world, particularly
as reflected in how they do not depend on one system to completely
privatize their information. Their thinking is more relaxed because their
information is protected, so they do not worry about tracing their data and
information. With this idea spreading to the west, the mindset regarding
data anonymization will lcad to an evolution of more realistic data
protection techniques.

China defines personal data as all kinds of information recorded by
electronic means, or otherwise, that can be used to independently identify
or be combined with other information to identify a natural person’s
information.'** Sensitive personal data is personal information that, if
disclosed or abused, will adversely affect the data subject.'’* Some
examples include a personal identification number, correspondence
records and contents, property information, credit information, location
tracking, lodging information, health, physiological information, and
transaction information. '

The enforcement of the Cyber Security Law depends on specific
data protection laws and regulations.'*® Because of this, there is no
bright-line punishment for violators. Affected individuals may claim
indemnification under Chinese Tort Liability Law,'*” and in severe cases
breaches may lead to higher fines or license revocation.'®® China is
looking to find the balance that allows the construction of a data
protection regime which is both uniquely suited to China’s needs and
does not undermine the government’s ability to maintain control.'* Their
mindset towards what should be private and how it should stay private
would help advance data anonymization in other nations as well, insofar
as anonymization is therein regarded as one piece of a layered approach
to privatizing information rather than the entire solution.
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III. FINDING A SOLUTION TO THE DATA
ANONYMIZATION PROBLEM

To be successful, the international structure around data
anonymization must change to reflect individual countries’ needs. The
EU, India, and China all provide an interesting look at how different
governments handle this issue, and how that allows them to introduce
their data protection and privacy regulations. Independently, each effort
is not a total success; there are problems within each that require
individualized solutions. However, if portions of the three strategies were
taken together, then small provisions like data anonymization would
become stronger. Broadly, this is achieved by acknowledging that
privacy is a fundamental international right, which would create a
common, shared value throughout the entire world. The international
community should also accept that data anonymization is a protective
layer, not full protection.

A. Mindset on Privacy

First, the international community needs to acknowledge privacy as
a fundamental right. The EU set forth this right in the Charter of
Fundamental Rights of the European Union (Charter) shortly after its
establishment.!*® Chapter II of this Charter lists many freedoms,'!
including the right to private life.'* The Charter also includes the right
to privacy and the right to data protection, which form the foundation of
the Charter.'*® When collecting data, the data subject must know why the
data is being collected and what purpose the data collection serves.'** Tt
“must be collected for specified, explicit, and legitimate purposes and not
further processed in a way incompatible with those purposes.”'*> The
data should also be adequate, relevant, and not cxceed its purpose.'*®
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The general public only has access to information related to “public
interest,” otherwise, the access is limited to the European Agency’s
staff.!*” With the focus on maintaining this information’s privacy, the
EU can collect personal data to perform tasks conducted in the public
interest, or to exercise the official authority vested in the EU and a
particular institution. This applies to compliance with legal obligations
to which the Agency is subjected, and processing is based on individual
consent, '8

Other countries have also begun to take action. In India, its nine-
person Supreme Court bench held in a 2017 landmark decision that the
“right to privacy” was a fundamental right.'* The three focal points of
this bill are: (1) the growth of the digital economy expanded the use of
data as a critical means of communication between people, so it is
necessary to create a collective system that fosters a free and fair digital
economy; (2) respecting the informational privacy of the individuals,
ensuring empowerment and progress; and (3) innovation through digital
governance and inclusion.'® The bill, similar to the GDPR, looks to
“personal data” as information that will be obtained via consent from
entities that classify as data fiduciaries.'*! The proposed bill suggests that
some form of data anonymization will occur, but does not specifically
mention anything except the government’s ability to direct data collectors
to hand over anonymized personal information or other “non-personal
data” for “ecvidence-based policy-making.”'>?> This bill is intentionally
vague, and it is not readily clear what the above might entail.'*3

The bill’s intentional vagueness leaves open endless possibilities for
what can be done with the data. The bill may include a discussion or
reference to the fact that individuals have a right to privacy, and therefore
mandate taking specific precautions. India could look to the GDPR’s
definition of data anonymization to clarify that this is only a step towards
complete anonymization. It is important to again emphasize the layering
effect, within which data anonymization would be only one part.
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China defines personal data as all kinds of information recorded by
electronic means or which can otherwise be used to identify a natural
person’s information either independently or in combination with other
information.'** The translation of “privacy” in Chinese is “yinsi,” which
means “shameful secret.”'> It is an “instrumental good” rather than an
intrinsic good.'*® China’s approach to privacy differs; its government
favors technologies like facial recognition, which are generally frowned
upon by Western countries. '’

The different types of accepted regulations create problems when
deciding the purpose of anonymization rules. As facial recognition gains
traction in China, leading the Chinese government to keep tabs on their
citizens, the same type of software is swiftly denounced in the EU and
other Western countries.'>® The EU and India have democracies as their
main national government, while China has a more centralized
government. The difference in structure and values explains the
difficulty of creating a uniform system of laws. The EU and India focus
on the betterment of their institutions, where each individual is a small,
important piece that fits into the puzzle. However, China’s difference
lies in the fact that the government represents the group, and although
they do not legally own the labor force, the central planners direct where
citizens should work.!*® The cultural belief in China is that its citizenry
should all happily contribute to a commonly shared skill, eventually
resulting in their economy surpassing capitalism.'® This belief stands in
stark contrast to the Western concept of individualism, heavily
contributing to different law enforcement systems in each of these
countries.

To make effective changes, individuals’ conceptualization of
anonymization must shift.  Right now, pcople believe that the
anonymization of private information should be secure and
unidentifiable. However, suppose those people were to accept that pure

154. Ming & Choudhury, supra note 124.

155. Tiffany Li, China's Influence on Digital Privacy Could Be Global, WASH. POST
(Aug. 7, 2018), available at
https://www.washingtonpost.com/news/theworldpost/wp/2018/08/07/china-privacy/  (last
visited Apr. 21, 2021).

156. See id.

157. Id.

158. Id.

159. Kimberly Amadeo, Communism, Its Characteristics, Pros, Cons, and Examples,
THE BALANCE (Oct. 30, 2019), available at hitps://www.thebalance.com/communism-
characteristics-pros-cons-examples-3305589 (last visited Apr. 20, 2021).

160. id.



278 Syracuse J. Int’l L. & Com. [Vol. 48.2

anonymization is not feasible; in that case, they could look for other ways
to maintain anonymity, even if not at the level that they expected. This
change in process would not come easily, but with modern cyber
surveillance it would be simpler to implement safeguards moving
forward instead of focusing on the fact that the information is not actually
private. The development of global privacy norms will strengthen if the
international community is willing to work together and include different
government types.'¢!

For anonymization to be successful, a few things must initially be
accepted. First, that privacy is a basic human right that needs to be
protected by national governments.!®> Acceptance of this principle
motivates taking steps towards protecting an individual’s identity and
keeping their information private. If privacy is viewed as a societal value
by individuals, it opens to an economic investigation that is important for
developing societies, which will ultimately lead to a sociological
investigation of the concept.'> Many privacy-specific goals focus on
confidentiality and un-linkability, hoping that researchers, and those
collecting data, will be able to strip away any identifiable information
without taking away the purpose of collecting that data in the first
place.'%

B. Promoting Compliance

Another reason that anonymization has become an issue is that
definitions of “personal data” vary. The GDPR defines “personal data”
as:

[A]ny information relating to an identified or identifiable natural
person (“‘data subject”); an identifiable natural person is one
who can be identified, directly or indirectly, in particular by
reference to an identifier such as a name, an identification
number, location data, an online identifier or to one or more
factors specific to the physical, physiological, genetic, mental,
economic, cultural or social identity of that natural person. !¢
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Compliance is made difficult through these varying differentiations
across countries, making uniformity difficult to maintain. In China,
through the elimination of the free market, the government can set prices
for the rest of the economy.!® China also enacted regulations that align
with the GDPR.'®" These regulations were promulgated to ensure that
Chinese companies and corporations would not get fined while
conducting business in the EU.'¢®

Privacy compliance has become a basic component of privacy law
because without it nobody would be liable for failing to adhere to the
laws. Since the passage of the GDPR, countries have been working on
passing laws and creating a framework that delivers a quick, cost-
efficient solution.'®® These countries must understand the GDPR’s
compliance risks, so they should create programs that are easily
maintained and work on training employees to keep the programs running
as to avoid any issues.'”’

The initial cost of compliance is high, but will eventually even out
over time.'”’ These compliance systems will support and uphold
democratic values and respect basic human rights.'”? Informing
individuals that network operators are not gathering irrelevant
information through their use of services, and assuring those individuals
that their personal information will not be shared without their consent,
supports basic human rights through privacy laws in the long run.'” The
GDPR recommends that the information collected “be stored in GDPR-
compliant locations,” no matter where those may be.'”* When working
to comply with the GDPR, the Chinese Cyber Security Law took the
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opposite approach and stated that “personal information or important data
collected in China must be stored solely in China.”!”

As mentioned above, similarly defining terms would narrow the
varying privacy laws and disallow the current, existing variations. The
numerous definitions of what comprises “privacy” create confusion in
and between different world regions. Providing definitions using basic
words like “privacy” allows for more coherent laws to be easily applied.
Privacy should encompass an individual’s basic information, such as
name, address, and tclephone number. It should also include
identification numbers, which vary in usage from country to country.

Looking to data anonymization, its wide-ranging acceptance would
succeed if it also acknowledged that stripping away a person’s entire
identity is not possible. Data anonymization should protect an
individual’s identity, not erase it. Current laws attempt to remove any
personal information that could trace a person’s identity back to them.
However, because this strategy fails, it gives the entire concept of
anonymization in data protection and privacy laws a bad name. Data
anonymization turns “sensitive data into usable data sets by stripping
identifiable information and making it anonymous.”'’® These data sets
are important, but are often compromised through reidentification
science.

Critics argue that data anonymization is “dead” and that its current
failures have had an irreversible, worldwide effect.'”” It is argued that
the quality of anonymized data 1s lost once the identifiable information is
taken away.'’”® This is the opposite of pseudonymized data, where the
link to the identifier is still present, and identifiable processes could be
enabled at any time.!” If the information no longer has this link, then the
original data set is also impossible to identify, making the data hard to
place into a specific context.'®® The biggest concern is that the data
already collected is not anonymized and, therefore, will have
consequences for privacy engineering. '®!
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The focus should move away from attempting to erase an
individual’s identity and towards transparency and accountability.'®? In
the EU, India, and China, withholding information is not possible because
each country, in its own way, maintains that privacy is a fundamental
right; therefore, each citizen has the right to assert its protections.
Accountability would make adherence to compliance and uniform laws
more possible because each country would be responsible for its own
system.'®  This will be important, especially when companies and
corporations conduct business internationally. Accountability will also
decrease the belief that anonymization is a failure because it will not
focus on the fact that people’s information is not private; rather, on how
those collecting the information are working to safeguard it.

IV. CONCLUSION

Data protection and privacy laws still have a long way to go before
they even approach finalization and perfection. With technology
continually changing, the laws that protect privacy must evolve in
conjunction with these advancements. This task is accompanied by the
challenges with varying governmental systems in different countries and
the pace at which laws are passed.

The rise of the technology industry created a new set of problems
for protecting individuals’ privacy. As discussed, countries are doing
their best to develop data protection and privacy laws which allow their
citizens to live public lives on the Internet while maintaining a level of
anonymity. These laws are extremely debated and anonymization is one
of the issues at the forefront. The EU’s GDPR is the leading standard in
this field. If a country wants to work within EU borders, it must comply
with the GDPR’s baseline of rules or risk fines for non-compliance. This
has become cost-heavy for businesses and foreign countries, but it is
strictly enforced.

The GDPR is considered the gold standard of privacy laws.
Compliance is not optional, and rules must be enforced to protect
citizens’ identitiecs. = The GDPR uses anonymization to protect
individuals’ identities by attempting to strip away their names, addresses,
and identification numbers. Companies must safeguard an individual’s
data by “reasonable” levels, but “reasonable” is not defined, which leaves
a large gray area open for interpretation. The concept of anonymization
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is appealing to the general public because it makes individuals feel as
though they have power over what kind of personal information they can
give; this is a false pretense, however, that leaves the public feeling as if
the government is tricking them.

A country has data protection laws if their domestic laws provide a
set of basic data privacy principles and a method of enforcement. Finding
a uniform system across the countries is not impossible but could be
difficult to manage. With India’s biggest focus being on the biometric
system Aadhaar, it has tried to pay attention to all citizens of India,
especially those living in poverty. The intention behind its creation was
to treat people equally, yet the program is plagued with implementation
issues. On the anonymization front, the Aadhaar numbers are easily
identifiable and not as anonymous as initially thought. India’s non-
commercial and non-governmental organization was about twenty years
in the making, and remains a strategic policy tool for social and financial
inclusion by issuing every single person with a unique identity. With the
stress of being the most extensive biometrics-based identification system
in the world, there are still small issues that have to be worked out before
the system can be deemed a success.

China differs from the EU and India in that its communist
government tends to pass vague laws that appear to be enacted without
thought toward possible interpretations or long-term outcomes, thus
creating potential for messes when it comes to implementation and
enforcement. These messes seem to be left unaddressed until the Chinese
government passes new laws to fix the old ones. China defines personal
data as all kinds of information recorded by electronic means or otherwise
that can be used to independently identify or be combined with other
information to identify a natural person’s information. China is an
interesting state when it comes to privacy because it already imposes
strict internet laws on their citizens. China is also a surveillance state,
which means it gathers more public information than countries that are
not surveillance states. A popular feature of its government is the use of
facial recognition and big data to control and monitor citizens. When
China drafted its data protection and privacy laws, it looked to the GDPR
as a model, but ensuring anonymization was not as highly prioritized.

Finally, the international community wrongfully conceptualizes
anonymization. The focus on anonymization should no longer be on
anonymization through stripping away identifying information; it should
instead position accountability as the primary focus. With accountability,
there will be more opportunity to control which information data sets use.
This will be beneficial because then the data sets can be linked to their
origins.  With this new branding of anonymization, identifiable
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information will still be gathered, but instcad of being stripped away, it
will remain present yet unavailable to the public. This will help hold
companies, corporations, and governments accountable for the type of

information they collect, while allowing citizens to maintain a level of
individual privacy.



